
Now it’s super easy! 
If you have our Safe & Secure Internet, then you have the 
baseline level of protection that we recommend for all 
schools – meaning your online learning environment,  
and the ākonga using it, are protected by N4L. If you  
don’t, then it’s likely we’ve been in touch about this.

How do I get Safe & Secure Internet  
for my school? 
To enable N4L’s Safe & Secure Internet schools need 
to have our recommended settings applied. These 
recommended settings are also supported by our  
friends at Netsafe and CERT NZ. 

It’s important to remember that there’s no way to guarantee 
100% protection from online threats or inappropriate 
content. There are other measures schools can take to help 
keep their online learning environments safe and secure, 
such as promoting good digital citizenship and making  
sure that systems and software are up to date. 

CERT NZ has helpful information about keeping school 
networks secure, and Netsafe has some resources on  
online safety, which we highly recommend checking out! 

Want to supercharge your protection? 
To protect ākonga online even further, schools can  
choose to add these additional options to their Managed  
Network connection. 

Enhanced filtering and reports
Schools and kura can get greater visibility, security and 
management of ākonga on the network by using HTTPS 
Inspection or Identity Awareness. 

When used together, these options significantly improve a 
school’s ability to protect ākonga while learning online. 

Mail Relay 
Mail Relay allows schools to send large volumes of emails  
to keep in touch with whānau and the school community. 
It also provides an additional layer of spam and virus 
protection. 
 
Secure Remote Access 
Our Remote Access provides teachers and school staff 
a secure way of accessing a school’s onsite systems and 
resources regardless of where they are. This means  
they can work anytime, from anywhere. It also aligns  
with the Ministry of Education’s security guidelines for 
remote access. 

Protect ākonga from the  
worst of the web with  
N4L’s Safe & Secure Internet

For more information on Safe & Secure  

Internet head to n4l.co.nz/managed-network  

or call us on 0800 LEARNING

Web Filtering DNS Threat  
Protection & SafeSearch

Firewall

Network for Learning’s Safe & Secure Internet gives 
schools and kura a range of industry-leading services 
to provide ākonga with a baseline level of protection 
while learning online.

Safe digital learning is so important, and the team at 
N4L are here to help protect ākonga from online threats 
and inappropriate content. While Aotearoa’s education 
sector and telco community have been working out how 
to ensure ākonga have access to the internet, suitable 
devices and quality online resources, we’ve been busy 
making sure there’s one less thing for schools to think 
about… online safety and security!

In many of our conversations over the years with 
principals, school leaders, educators, IT administrators 
and companies that support schools, ‘it just works’ is a 
recurring phrase that keeps popping up. Our smarter, 
safer Managed Network has meant that we’re even 
better at ensuring this remains true. With that in mind, 
we worked with schools, the Ministry of Education,  
CERT NZ, Netsafe and IT providers to reframe the way we 
provide our suite of online safety and security services. 

We’ve combined the most important elements into 
one easy to implement baseline level of protection 
called Safe & Secure Internet. And best of all, it’s fully 
funded for state and state-integrated schools. 

So what’s included?  

Web Filtering: Helps protect kaiako and  
ākonga from accessing inappropriate  
content. 

Firewall: Helps protect schools and kura  
against threats and malicious activity accessing 
your network.

DNS Threat Protection: Provides an additional 
layer of protection to help block unwanted 
content. It also enables Google SafeSearch.

DDoS Protection: This is automatically included 
as part of every school’s connection and can’t be 
disabled. It helps to protect against the impact 
of Distributed Denial of Service (DDoS) attacks, 
which can cause your school’s internet to crash. 

With all default 
categories blocked

With specific 
settings applied

Enabled

Recommended settings:

Gone are the days of wondering whether you’ve 
implemented the right N4L services, or more 
importantly, if you have them set up appropriately.
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